CHICAGO TITLE

Chicago Title — North Carolina
www.northcarolina.ctic.com
www.pathlms.com/chicago-title

STEALING THE BALL

SPOTTING AND STOPPING DEED FRAUD
BEFORE THE FAST BREAK

Presenter ‘

Andrea Davis
VP - State Underwriting Counsel
Chicago Title

Andrea is Vice President and State Counsel in the Greensboro office. Before joining Chicago Title, she was a litigator and
general civil practice attorney. In private practice, Andrea handled a variety of matters, including real estate transactions,
family law, estates, and creditors’ rights. Andrea is a Greenshoro native, graduating from UNC Greensboro with a
Bachelor of Arts in Psychology, and receiving her Juris Doctor from Elon University School of Law. She is licensed and has
practiced in North Carolina and Florida. Previously, Andrea served as President of the Elon Law Alumni Association,
President of the North Carolina Creditors Bar, and as an adjunct professor at Elon University School of Law coaching moot
court students in appellate advocacy. Andrea is a member of the North Carolina and Florida Bar Associations, as well as
the Real Property Section of the North Carolina Bar.




THE PLAYBOOK:

FRAUD TYPES

Identity Theft or
Impersonation:

Fraudulent Documents:

Real Conveyance - Bad
Reason

« Scammer pretending
to be the owner of real
property (or entity that
owns property) to sell
or refinance property.

« Wire fraud (generally is

* Fake deeds/Deeds of
Trust with real
signatures.

« Fake deeds, fake
signatures

« Fake notary.

* Foreclosure rescue
scams.

« Elder abuse.

* Sovereign Citizens.

based upon identity
theft/impersonation).

* Misuse of corporate
authority or POA.

THE TIP OFF:
WHY IT MATTERS

4 According to the FBI Internet Crime Report, in one year they
received 9,359 real estate fraud complaints, for losses totaling
more than $173 million dollars.

4 In a 2024 report, ALTA found that fraud and forgery claims are
two of the top three leading causes of loss and are five times
more costly than all other claims.

4 For claims on owner’s policies, the average cost of fraud/forgery
claims is more than $100,000.00 (other claims average around
$30,000.00).

4 For loan policy claims, the cost was almost double the cost for
owners.

4 In a 2025 National Association of Realtors survey of Realtor
Associations in 43 states and territories, 63% of the respondents
are aware of at least one deed fraud/title theft incident in their
market in the past 12 months.

Real estate transactions can involve a lot of
money changing hands.

Closings already have a sense of urgency, and
parties may not be thinking clearly.

WHY IS
DEED
FRAUD
GROWING?

In many transactions, the closing attorney does
not meet the buyer or the seller in person.

E-Closings and Remote Notary makes it easier
to have no involvement with the buyer/seller.

Real estate records are public — you can get
deeds off the ROD websites.




Vacant or non-owner-occupied property,
including short-term rentals.

ON-COURT
RED FLAGS:
PROPERTY

RED FLAGS

Property with recently deceased owners.

Property with no mortgages/liens.

Properties in Foreclosure.

Rural property with unknown heirs/heirs’
property.
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Legalissues halt potential sale of Spelling Manor

SPELLING MANOR
LEGAL BATTLE

+ The owner put the house on the market in 2022
and found a purchaser for 5137.5 million, however,
a couple claim the house is theirs.

+ The Whites claim the attorney who sold the
house to the current owner used some
misappropriated funds to buy Speling Manor,
funds that were legally theirs

+ The couple filed a deed for the property in June
of 2024, claiming ownership of the mansion

= The legal suit related to their deed has delayed
the sale of the home.

e
A Scammer Tried to Seize Graceland. Is This
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Mansion Next?
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Inconsistent signatures or mismatched names. . - /
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dates.
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Non-US notaries when seller is in US, remote notaries whern ~ - 2" P
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vague boundaries. /

Non-standard deeds that may be confusing to buyers. - v ™
Deeds with missing signatures for ownership interests. W1 e s 3




TRANSACTIONS:
RED FLAGS

Gift deeds of expensive property to unrelated third-parties.

Property’s sale price much higher or lower than market value.

Deeds from elderly owners to a caretaker where the consideration is
“taking care of them” until they die, with no reservations for life
estate.

Rapid, multiple flips — each increasing in value with no
improvements.

Estate conveyances where the heirs are unclear or there is no
estate.

* Conveyance out of foreclosure for less than owed at the foreclosure.

CIRCUMSTANCES: RED FLAGS

Sellers who claim to live

New corporate filings

naming new corporate

officers right before a
transaction.

Unexpected or unusual
change in addresses or
names on tax bills.

Sellers only

communicating by email

or demanding to use their
own notary only.

on the property but are
suddenly out of the
country when it gets time
to sign the documents.

Seller in a rush to close
the transaction.

No one in the transaction
has met or spoken with
the seller: Realtor, buyer,
attorneys.

Everything is happening in
different locations — seller in
one place, documents
notarized in another,
especially if “owner” is out of
the country.
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PEOPLE: RED FLAGS

+ Sellers who will only communicate by email or who
demand to use their own notary.

Sellers who claim to live on the property but are suddenly
out of the country when it is time to sign the documents.

No local relationship with seller — realtor, buyer, attorney —
no one has met the seller.

+ Demands proceeds to be wired immediately but is
changing wire instructions or won’t verify wire instructions.

Conveyances with unusual POA or trust issues?
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DEAD MEN DON’'T SIGN DEED.

Who inherits?
NCGS 28A-15-2(b) Title by Intestacy (CH 29) unless will
probated.

+ A will must be probated to pass title to real estate (NCGS
3139).
. %A)Iy probated will passes title (NCGS 28A-2A-13, 28A-27-

* Not effective against lien creditors/purchasers for
value from heirs prior to will being probated unless it
is probated before the earlier of:

v Date of approval by clerk of final account.

v Two ?(ears from date of death (or term. of action
if Vili| f]raudulently suppressed, stolen, destroyed
or lost).

* POA no longer effective at death of principal (NCGS 32C-
1-110(a)).
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I’'M GOING TO
GRACELAND

* In April 2024, scammers started a foreclosure action on Graceland, Woman who tried to sell Elvis Presley's
N “, PRSP . Graceland sentenced to over 4 years in
presenting documents to the court “showing” Lisa Marie Presley had  federal prison

borrowed $3.8 million before she died, using Graceland as collateral.

* Her daughter, Riley Keough, had to go to court to stop the
foreclosure, proving the documents were false.

Graceland's seltdescribed scammer takes credt
* The documents included a real Florida notary’s forged signature. for attempted foreclosure sale of EMs’ home
numt
THE NATIONAL
Notary Bulletin

Notarization is key evidence in alleged Graceland
foreclosure scam
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OUT OF BOUNDS:
DEAD MEN SIGN NO DEEDS

HAVE TO ASK, WHO HAS THE RIGHT TO SELL AND WHO HAS TO SIGN
THE DEED?

* NCGS § 28A-15-2(b): Title to real property of a defendant is vested in
decedent’s heirs at death, but the title to real property of a
decedent devised under a valid will becomes vested in devisees and
relates back to decedent’s death.

* NCGS 28A-17-10: When real property conveyed to a personal
representative for the benefit of the estate, the personal
representative may sell and convey the property.

For a will to pass ownership to property in one county, the will must
be filed with the county clerk where the property is located. Includes
the will and certificate of probate. (NCGS 31-39,31-46, 28A-2A-13(b),
28A-15-2(b)).




BUSINESS ENTITIES:
RED FLAGS

* Recent amendments in state filings adding or deleting people
with authority.

Is the entity name correct?

Self-dealing — is a corporate officer or partner conveying land
from the business to themselves for less than market value?

Does the notary block correctly state the capacity of the signer?

Is that POA a corporate POA or a personal POA?

Is this the disposition of substantially all the business entity’s
assets?

« Foreign executions — do you need additional verification, or an
apostille?
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BUSINESS ENTITIES: WHO SIGNS?

Corporation: Partnership LLC: Member- Trust: Trustee (as.
Corporate Officers - | | Partners Manager and more | | trustee for)
President, VP, (authorized in (NCGS §47-18.3)

Secretary, Treasurer | | Partnership

- and many more Agreement)
(NCGS §47-18.3)

Business name Name changes,
must be exactly the | | conversions,

name shown inits | | consolidationsand
Articles of mergers —need to be
Incorporation.

property les. (NCGS §
D.26)
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Before engaging in business under an assumed name, must be registered with the
NC Secretary of State. Must register every name if using more than one.

Needed for:
Individuals: any name other than a real name of the individual.

AN

ASSUMED ,
General partnership: any name other than a real name of each of the
BUSINESS general partners of the partnership.

Limited liability partnership: any name other than the name registered

N A M E ACT with the Secretary of State.

Limited partnership: any name other than the name filed with the
Secretary of State.

LLC: any name other than the name filed with the Secretary of State.

N CG S 6 6_7 1 . 1 g:;llolgisl;r;:satz\:;ame other than the corporate name filed with the

Trusts: any name other than the name specified in the trust instrument
et Seq. o, if the trust instrument does not specify a name for the trust, any '
name other than the name of the trustee and a designation of the trust
for which the trustee is acting. I

7’
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WHAT IS A

SOVEREIGN CITIZEN?

Arose from anti-government groups, have spread through the
internet, and seminars preying on people who have had financial or
legal issues.
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May consider the US to be a Corporation, alleging that US citizens
are used as “collateral” by the corporation — two identities are
created for each person, their corporate identity and the real
person.
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Often believe government documents using all caps for names is
the corporate identity, so may use “a human being” after their
name in all lower case, so JANE SMITH vs jane smith, a human being
or natural person.
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SOVEREIGN CITIZENS

Refect all o part o the authoriy of federal,state, and local governments,
believing our laws do not apply to them

Believe they are governed by “common law” or “natural rights” — can
include a variety of sources.

Often use pseudolegal tactics to harass or ntimidate others, or “paper
terrorism” using the legal system.

May engage in scams or fraud, or false claims.

In 2023, 2 sovereign charged with malng a fase claim and retaliating
3gainst s federal employee by filing a 520 million en against the property

owned by seven government emp oyees to get revenge for the termination
of certain benefits he was receiving. Federal prosecutors claim e has filed

nearly $1 billon dollars of false liens against federal employee
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new records on that same house.

Individual recorded a deed (from herself to
her trust) for Dr. Adams’ $4 million house.

In court filings, individual claimed she is a
Moorish American who is a “beneficiary,
secured party, and landowner” to the
“entire Americas in toto” which includes
the Adams property.

home without homeowner's knowledge

Complete stranger obtains deed to $4M Raleigh

Caught on camera; Deed fraud suspect shows up at Wake Co. Register of Deeds

A woman out on bond, accused of fraudulently claiming a Wake County home as her own, showed up at the Register of Deeds again asking for

Adams filed suit and the judge ruled in
favor of Adams, but he had to spend five
months fighting about it.

The judge found her liable and issued a
gatekeeper order to prohibit her from
taking other action against Dr. Adams’
property.

Judge rules deed filed by stranger on $4M Raleigh
home as fraud
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This is

« Strange documents or references to Allodial Title
Documents, Land Patents, or Recission of Trustee’s
Deed.

* Will often sign as a “natural person” or a “trustee of
the trust of...” on documents.

* Check for references to maritime law, redemption of
treasury accounts, or a trademark by their name.

The duly authenticated title / warchouse receipt, also known as a birth centificate, attached to
Claim, bears an Indorsement from Claimant which claims and demands the retum of all property

RECOGNIZING SOVEREIGN CITIZEN

DOCUMENTS L ey s el s e o o)
ok vt o ol ey o ks e Es S

Th Iy ) in

Names spelled in all capital letters or i d with colons,
hyphens, or other odd punctuation.
Signatures followed by “under duress,” “Sovereign Living Soul”
(SLS), or a copyright symbol (©). Example: Smith: John or §
“amily of Joh:

+ References to the Bible, the Constitution of the United States, Fomiy ot hows

U.S. Supreme Court decisions, treaties with foreign

governments, maritime law, or a Uniform Commercial Code

(UCC) number (UCC-201).
« Designation of signers as freemen, free citizen, Moorish SMITH FOREIGN TRUST [98-1752113] ©
National, or diplomatic citizen.
Brackets around zip codes, strange punctuation, odd phrasing.

nith:

On and forall Public and Private records.
John-Robert: Doe signifies a flesh-and-blood person named John-Robert of the family Doe, as Sor i com, wid fir the Houss cf: Exsth
opposed to a punctuation-free name, JOHN ROBERT DOE, which refers to the corporate shell of a

person.
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L[| THE UNDERSIGNED, HEREBY
THIS INSTRUMENT, EXPATRIATE MYSELF FROM
SECTION ONE OF THE FOURTEENTH AMENDMENT, How You Were Tricked to Agres to Be a Corporaton
FROM BEING PRIMARILY A FEDERAL AND STATE, .

COUNTY, MUNICIPAL CORPORATE CITIZEN AND AM
NOW PRIMARILY A Wyoming Sovereign pursuant to 15
Statute at Large 249-250. (Expatriation Act). I am an American
Sovereign Life not a UNITED STATES INC. CITIZEN."

I

P
e 3 lowhd

Why Your Legal Name ks Wiitlen in All Caital Letiers

Copyright, irademark, trade name violation
T, Usage of Jobi Abex, Doe"™ inchuding all derivatives. spellings, and upper-<ase lowse
Feoeerings of the rademark and rad rume witbood cxpress wrtien consent

§ 100090000
Asceptance of Presemtments (rhot coniast)

2 Unmbocized Citations 5 10000000
3. Warmings imed on Paper 510000000
4. Summons, Count Noticey (without contract) $1,000,000.00
5. Al achr relasd rm,Fon, v offes 5 10000000
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SOVEREIGN CITIZEN RESOURCES

* Anti-Defamation League:
https://www.adl.org/sites/default/files/documents/assets/pdf/combating-hate/Sovereign-
Citizen-Documentary-Identifiers.pdf

* UNC School of Government: A Quick Guide to Sovereign Citizens:
https://www.adl.org/sites/default/files/documents/assets/pdf/combating-hate/Sovereign-
Citizen-Documentary-ldentifiers.pdf

* UNC School of Government: Surviving Your Next Sovereign Citizen: Blog Post:
https://nccriminallaw.sog.unc.edu/surviving-next-sovereign-citizen/

* HUD Integrity Bulleting Spring 2015:
https://www.hud.gov/sites/documents/SOVEREIGNCITIZENSCAMSV2.PDF

Inimant is  WSERAG who has boea f

[ —
of SMITH, wn:
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« Is the elder deeding out their home to someone for “taking
care of them” in their old age?

* If so, is there a life estate or reversionary clause?

Who is benefitting from the transaction? Is the elder or a
caretaker/child?

If the elderly person is competent to sign, they are competent

E LD E R to speak with you.
AB U S E AN D * Is it a reverse mortgage?

If so, do they understand what happens when they die?
SCAM S * RM requires counseling — was it done in person, on the
phone, on the internet?

* Do they qualify for a RM? (62 or older, primary residence, '
50% or more equity)

* Is the owner behind on mortgage payments or in
foreclosure? ,

7’

-

WILL REMOTE NOTARY MAKE
DEED FRAUD W&RSE?

NC REN statute (NCGS § 10B-134.11) requires identity verification by being
personally known to the notary, or:

B Al Al

Credential analysis (by an

approved third-party vendor) The ID must have a photo Identity proofing by a third-party
° ) ; vendor approved by the
of a current document issued issued of the persor's face and >
v P Secretary of State. Comparison
by the federal or state either the signature of the
t : by the notary of the current ID
government or tribe person or a physical ry of the
4 presented with the image of the
recognized by federal or state description of the person. g
remotely located signer.
government.
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NC REMOTE ELECTRONIC
NOTARIZATION

NC RENA statute (NCGS § 10B-134.9) requires the notary do the

following:

v Inform the signer that NC law requires the recording of the
n.

notarizatiol
v' Confirm remote signer does not appear to be incompetent,
lacking in ing of nature, o
transaction, or acting under duress or undue influence.
Verify the identitY of the signer per credential analysis, third-
party, or personal knowledge.
Ask the signer if they would like an attorney to participate in
the notarization and allow an attorney to do so if requested.
Require the signer to verbally verify what documents are
being signed or describe the general nature of the
transaction.
Verify the signer’s physical location, by geolocation or self-
attestation.

<

<

<

<
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NOTARY TECH DOES NOT
REPLACE COMMON SENSE

* AFlorida notary sued by a foreign property owner whose home
was sold used the notary’s video journal, showing that she
proceeded with the notarization even though the ID image and
text were not legible for the notary.

* Notaries must still properly identify the principal signing.

* Notaries must still ask the right questions and determine if they
are comfortable that the principal is competent to understand
the nature of what they are signing.

* Notaries must not use “known to me” identification if the
person is not known to them.
North Carolina Town Maor Pleads Guity to Notary Fraud
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Al AND DEED FRAUD

+ Al-related scams are estimated to reach $40 billion
in losses by 2027

« Al technology makes it MUCH easier to scam
people — because it looks legit:

Pull realistic looking documents and images
like notary stamps or signatures and place
into new document.

Create fake IDs that look valid.

Build “bots” that harvest data off public
websites to create personalized scams.

Voice cloning to bypass auditory security worw £ sa
measures, and deepfake moving videos. .
Spoofing real websites to steal data. “.:Iacv‘:tiv;:reﬁrazz‘!z;:: :ﬁ:nrg::llogff?(f:g

b
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DEEPFAKES ARE REALISTIC AND EASY TO MAKE

31

WHERE DO WE
GO FROM
HERE?

ZONE DEFENSE STRATEGIES

32
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¢ SHOOT OR BLOCK:
DEED FRAUD
LEGISLATION




FIGHTING DEEPFAKES:
VIDEO AND AUDIO

In avideo call:
¥ Ask them to hold an ID up to their face so you can see both them and the ID.
v" Ask them to stand up and sit down quickly, wiggle their head from shoulder to
shoulder, etc.
* Ask them to do something unexpected, that they would not be prepared
for.
* This may help rule out pre-recorded video and video where they have
changed their face.
_/ If you suspect a fake phone call or video call, hang up and call them back on a
known number.

v If a person will only speak by email or text, confirm their identity through a,
different source. ,

STOP AND THINK _ /

THE TECHNO ASSIST:
CLOSING TECH

+ Al can analyze documents in a database to determine if there are
misaligned fonts, altered data, or altered metadata (electronic docs).

* Predictive Al can review historical fraud data and predict the likelihood
that a transaction is fraudulent — banks already do this.

There are third-party vendors who wil search Zillow or other online
databases and notify users if a property address is listed.
+ Check out vendors like:

+ CloseSimple: Scans for seller impersonations, wire verifications,
secure portal for wire instructions and other documents.

+ Proof Defend: Flags suspicious transfers, looks for deepfakes, looks
for fake signatures, documents or stolen credentials.

+ Closinglock: Digital closing platform to secure communication, digital
payments, identity verification.

35

ID VERIFICATION PROGRAMS

v’ Check into vendors who can do identity
proofing/verification, including:

« IDVerse (LexisNexis)
* CertifID

* Proof

« Closinglock

¥ Some include access to state databases to confirm the ID
belongs to the right person.

v’ Some ask questions that cross-reference information from
several databases, including their credit report, called
Know Your Customer (KYC).

v’ Some use biometric identity verification to confirm
identity. This uses physical traits to confirm identity — like
the iPhone face verification, or fingerprints, etc.
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ALTA IDENTITY VERIFICATION GUIDANCE

Control the selection of the signing
professional who the buyer(s),
borrower(s), and seller(s) will meet
with to sign the documents.

Create/Implement identity fraud

prevention program designed to

verify the identity of the signing
parties.

Train staff on fraud in the real estate
sector, including buyer, borrower,
and seller impersonation fraud.

For your notaries: Provide training

and tools to: (i) validate that the If signer chose the notary, you

should independently obtain the

government issued ID (both foreign Create protocols and processes to N N N
) . ) signer’s credentials to attempt to
and domestic) presented by the identify and respond to suspected > . N
N . ) - . . validate the signer’s ID and attempt
signer is an authentic ID, and (ii) fraud or impersonation attempts.

to verify that the signer is the

verify that the signer presenting the person on the ID.

ID is the person on the ID.
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TEAMWORK MAKES THE DREAMWORK

* What is your office policy on fraud prevention and response?

+ Do you use multi-factor authentication on all technology where available?
* Are you using encrypted emails and VPN services?

« Are you using the ALTA Best Practices Pillars?

Make a plan with your office and train on it:
v Standard of care for checking IDs and documents?

v Who has the authority to reject documents submitted to your office — and what is the process to do so?
v Are you sending a confirmation of transaction to the tax address for non-owner-occupied property?

v’ Use the SOS website to confirm notary information.

v’ Provide regular training to staff.

v’ Keep an audit trail.
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CHECK THAT NOTARY

* Does the notary look suspicious?
« Did seller/borrower choose the notary? Why?
« Are they using a remote notary?

* Does the remote notary comply with NC RENA
standards?

* Why are they using a remote notary?

« If third party notary, have you obtained and tried to
validate IDs?

* Is notary outside the US? Why?
« Do you need an apostille or other verification?

* Have you checked with your title company to see if
they will accept?




* Educate clients on how to prevent identity theft as part
of your engagement package.
* Discuss how to make it harder for identity thieves:

THE CLOSE
OUT: CLIENT
EDUCATION

Use Multi-Factor Authentication.

* Don't reuse passwords — get a password vault.

* Use encrypted email and VPN services to keep your
data safe.

* Never give out personal information on the phone

to someone who has called you, or to a number a

voicemail has provided.

Talk to them about wire fraud, and what they should

be on the lookout for above and beyond our email

signature notices or document to sign.

e
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CLIENT
EDUCATION:
FRAUD
DETECTION
SERVICES

Make sure your clients understand what the company is doing to “protect” them —
they may be doing the same things your client could do for free.

Tell them to be very wary of any company or person who wants to file some sort of
lien, UCC, or other contract with the Register of Deeds. What happens when they
want to sell or refinance, are they going to be found? Charge you money?

Scammy vendors are building fear to encourage folks to sign up quickly, before they
lose their home. Deed fraud s rising, but it i still rare.

Tell them to research carefully - check the BBB, FTC scam warnings.

If they absolutely want to buy something, consider comprehensive identity theft
ion that includes title monitoring, from a reputable company.
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WHAT ABOUT
“HOMETITLE
LOCK” VENDORS?

* Online reviews are

claiming these programs:

* Are ineffective.

* Include deceptive
advertising.

« Don't provide promised
assistance.

&) o
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EDUCATING CLIENTS: FREE OPTIONS

Register of Deeds Google Alerts — Zillow or Trulia Have them Tell them about
alerts —sign them emails when your alerts — requires check their tax free credit

up while they are name or address free account. bills every year. reports — check
in the office. shows up on the

them every year!
internet. vy
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FIXING THE FOUL:
STEPS AFTER FRAUD

Call local police department.

Report it to the Federal Trade Commission:
https://reportfraud.ftc.gov,

Notify Zillow, Trulia, and Realtor.com. Notify the local realtors’
group and title companies.

For identity theft, report to the FTC and get next steps here:
https://www.identitytheft.gov,

Complaint Center: https://www.ic3.gov/.

Put a fraud alert on your credit report, to require creditors to take
reasonable steps to verify the identity before granting credit.

THANK YOU

Andrea Davis, Chicago Title Insurance Co.

Email: Andrea.Davis@ctt.com

Check out our website at: https://www.northcarolina.ctic.com,
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